Corrigendum - 1 for RFP Reference Number: 1T-08/2024-25

Date : 27-Sep-2024

REQUEST FOR PROPOSAL FOR ENDPOINT DETECTION AND RESPONSE (EDR) SOLUTION FOR STOCKHOLDING

Amended Clause

Sr.No. Description Existing Clause
1 [Last Date for Submission of Online Bid 30-Sep-2024 07:00 PM 08-Oct-2024 02:00 PM
2 |Date of opening bid 30-Sep-2024 07:30 PM 08-Oct-2024 02:30 PM
Eligibility Criteria The Bidder should have experience of EDR with DLP implementation The Bidder should have experience of EDR and DLP implementation through
3 lpointa through Cloud based and deployment of minimum 3000 agents at customer |Cloud based and deployment of minimum 3000 agents at customer premises in
Page No. 7 premises in any Financial Institution / PSU / Government Organization / any Financial Institution / PSU / Government Organization / Large Corporates in
Large Corporates in India not older than 03 (three) years from RFP date. India not older than 05 (five) years from RFP date.
Eligibility Criteria . . . T , .. e .
2 |pointe The bidder must have following valid Certifications: The bidder must have minimum ISO 27001:2013 certification or higher. ISO
* 1SO 27001:2013 certified Certification has to be submitted by the bidder.
Page No. 7
Eligibility Criteria OEM proposed solution should be in-line with SEBI regulatory Framework. |OEM proposed solution should be in-line with SEBI regulatory Framework.
5 |Point 12 Confirmation on OEMs letterhead with reference to Circular numbers and  |Confirmation on Bidder/ OEMs letterhead with reference to Circular numbers and
Page No. 8 points. points.
"Unified End Point agent for desktops, laptops, servers etc. must provide below
"Unified End Point agent for desktops, laptops, servers etc. must provide  |features/functionalities in the form of dedicated module for each of them and
below features/functionalities in the form of dedicated module for each of |not via any custom behaviour rules:
them and not via any custom behaviour rules: 1. Next-Gen Anti-Virus
# Next-Gen Anti-Virus 2. End Point Detection and Response (EDR)
# End Point Detection and Response (EDR) 3. Device control (USB, BLUETOOTH)
. e # Device control (USB, BLUETOOTH) 4. Rogue Device Discovery, Detection and Reporting
Technical Specification . ) . . . ]
page No. 16 # Rogue.Dewce Dlécovery, Detection and Reporting 5. Endpomt/..“-lost F/reM{a/l .
6 Sl No.-1 # Endpoint/Host Firewall 6. Vulnerability Detection on End Points Apps, OS and Asset Inventory
Endpoint Detection and Response - End Point Agent #Vulner.abmty D?tec'ﬂon.on .End Points Apps, OS and Asset Inventory 7. FIM (File Integrity Monitoring)
# FIM (File Integrity Monitoring) 8. Remote Response from EDR Console
# Remote Response from EDR Console 9. SOAR (Automated Response Capabilities)
# SOAR (Automated Response Capabilities) Note — Above Modules must be accessible through single Unified Console itself
Note — Above Modules must be accessible through single Unified Console |and not via any multiple consoles."
itself and not via any multiple consoles."
Bidder can propose more than one agent / OEM to achieve all 9 features,
subjected to proposed OEM's are meeting the eligibility criteria.
It must be a standalone package containing all the required components It must be a standalone/multiple package containing all the required
Technical Specification /plug-ins / add-ons for the above stated features from the same OEM. components /plug-ins / add-ons for the above stated features from the
- Page No. 17 There must not be any dependency on any other 3rd party and/or existing [same/multiple OEM. There must not be any dependency on any other 3rd party
SI. No.-2 StockHolding’s solutions (ex: Active Directory, NAC, Asset management, and/or existing StockHolding’s solutions (ex: Active Directory, NAC, Asset
Endpoint Detection and Response - End Point Agent etc.) The agent must be same for all types of systems. All features listed management, etc.) All features listed above must be part of single agent or
above must be part of single agent and from same OEM. bidder can propose more than one Agent / OEM to meet the requirement.
Technical Specification The c?llected te'le.metry from all endpoints must be stored in SFockHoIdlng' The collected telemetry from all endpoints must be stored in OEM's Cloud for
premise for a minimum period of 180 day. It must also be possible to obtain| .. . ,
8 Page No. 17 this telemetry data from cloud instance as and when required by minimum f]enod of 18(? days anf;l T'he collected telemetry from all'endpomts must
Sl. No.-6 be stored in StockHolding premise in a human readable format without any

Endpoint Detection and Response - End Point Agent

StockHolding’s (for up to last 180 days) in a human readable format without
any additional cost to StockHolding's.

additional cost.




Bidder Responsibility
Page No. 26

New Addition-

For Onsite Support —

The bidder is required to deploy onsite resources exclusively during the
implementation phase until deployment is completed across all systems. After
the implementation, onsite engineers will be needed on a case-by-case basis
throughout the duration of the contract.

Note: All other clauses/Terms & conditions except above shall remain same as per RFP (RFP Reference Number: IT-08/2024-25)




